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Welcome from the Program Chairs

COMPSAC 2009

Welcome to Seattle and COMPSAC 2009, the 33rd edition of the IEEE Annual International Computer Software and
Applications Conference. This year's theme — Harmonizing Humans, Computers, and Software in Services Environments —
reflects some of the new challenges that our giobal society faces at present. As a world-wide forum, COMPSAC can address
those challenges by bringing together both researchers and practitioners from various countries and cultures and by offering
them unique opportunities to share their ideas, perspectives, and experience with others. The technical program of COMPSAC
2009 continues to feature academic and industrial practice papers covering a relatively wide research area. Topics of interest
include but are not fimited to: social networks, security, requirements analysis, software architecture, software quality and
testing, evolution, formal methods, embedded systems, mobile and pervasive computing. Other new emerging and
multidisciptinary research and development work, industry-academia collaborations, and curriculum design, are all part of
COMPSAC.

For COMPSAC 2009, we have received 231 submissions covering both the academic and the industrial sectors from
different parts of the world. Each paper was evaluated by at least three reviewers for its technical content and sultability to the
conference tracks and lopics. After a rigorous peer review and selection process which took many hours of work, 46 regular
papers and 29 short papers were accepted for presentation and included in the conference proceedings. The regular papers
publish mature results. The short papers represent quality work that could spur discussion. Several fast abstracts that discuss
promising but preliminary results were also accepted. In addition, the technical program includes 3 keynote addresses, six
panel discussions, 14 workshops, and a doctoral symposium with papers presenting work-in-progress by PhD candidates.

The success of COMPSAC 2009 would not have been possible without the effort and hard work of many volunteers. First,
we would like to thank all Track Chairs and the members of the Program Committee for their important service 1o this
community in soliciting guality submissions, reviewing papers, and thus providing invaluable help for the acceptance decisions.
Their effort was vital in assuring the high quality of the technical program. We also thank Sheikh Ahamed and Rajesh
Subramanyan for playing critical roles in organizing the workshops and the panels. We would like to give our special thanks to
Cart Chang, the Steering Committee Chair, who has been providing invaluable guidance and support throughout the entire
conference preparation process and to Tony Hey, who has offered important advice about a number of key issues as General
Chair. Thanks are also due to all our colleagues — faculty, staff, and students - at lowa State University for managing the flow
of papers and reviews, for operating the corresponding software support systems, for developing the conference website, and
for organizing the Program Committee meeting in March 2009. Particular recognitions go to Hua Ming and Laurel Tweed for
thelir tireless work in keeping things running.

Finally and most importantly, our thanks are due.to all the keynote speakers, the authors, and the panelists for their high
quality research work, results, and papers that we are proud to publish in these proceedings.
We sincerely hope that you will enjoy IEEE COMPSAC 2009!

Elisa Bertino Viadimir Getov Lin Liu
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Greetings from the General Chair

COMPSAC 2009

The rapid development of computing, software, and applications revolutionized
the contemporary society and greatly influenced its economic and social progress
in the last century. Nowadays, the exponential emergence of innovative
computing products and systems is due to the diligent work of both researchers
and practitioners and the great synergy in research and implementation across
disciplines and geographical boundaries attributed substantially to the
breakthrough in computer, telscommunication and Internet. Even so, nothing can
replace face-to-face meetings where we meet with old friends, get acquainted
with new colleagues, and exchange ideas and share experience under one roof.
COMPSAC has been playing this role of a flagship international conference for 33
years thus contributing directly and significantly to the ongoing information
revolution. | was therefore very happy to accept the responsibility to serve as the
General Chair in 2009 for a meeting with such a long and successful tenure.

Scientific conferences provide the primary meeting ground for researchers and practitioners from both
academia and industry in order to define the key path of innovation in the broader space of computer
science and engineering. However, not all conferences are created equal and COMPSAC guarantees the
superior meeting ground for the key leaders in computer science research and technology. As it has
matured into an esteemed venue for publication and discussion of knowledge in the comesponding areas,
in recent years COMPSAC has been recognised as the IEEE Computer Society's signature conference
on computers, software and applications.

The theme for this year's instance of the conference is Harmonizing Humans, Computers, and Software
in Services Environments. Especially considering the fact that the conference is organized in Seattle, the
home of Microsoft, the theme is particularly appropriate. The field of computer software and applications
has been changing drastically and dramatically over the Jast decade with the huge growth of the Internet,
the proliferation of mobile devices and systems, the emergence of services computing, and the
globalization of software engineering. In response to the theme, the conference provides a very exciting
technical program, as detailed in the welcome message from the Program Chairs.

In conclusion, | would like to express sincerest thanks to my fellow conference organizers, the Steering
Committee and the Program Committee. The Program Committee, led by the three Program Chairs —
Elisa Bertino, Vladimir Getov, and Lin Liu, and the reviewers all deserve credits for developing such an
excellent technical program that resulted from a thorough and detailed selection process based on all
submissions. Special thanks are extended to Carl Chang for his enthusiastic leadership of the entire
conference planning and development process and for his serving as the Standing Committee Chair. Itis
a joy and an honor to work with such committed, talented, and insightful colleagues. We are all indebted
to the numerous volunteers for their contributions to making COMPSAC 2009 a big success.

Thank you for your high quality contributions to this unique international meeting. We sincerely hope
that you will enjoy the presentations and discussions, use the opportunity to meet interesting researchers,
and appreciate the wonderful settings that the Seattle area offers to this conference.

| look forward to your participation and meeting you at the IEEE COMPSAC 2009 in Seattle, July 21-24,
2009.

Tony Hey
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Message from the Standing Committee Chair

COMPSAC 2009

This is the 33rd instance of this long-standing international event, historically recognized as a
flagship conference of the |IEEE Computer Sociely and most recently designated as its signature
conference on cormputer, software and applications. Thousands of past participants and thousands of
technical contributions over the past 32 years from around the globe mark the uniqueness and
sustainability of this annual forum. Owing primarily to Professor Stephen Yau's sustained effort in the
first 30 years of COMPSAC organization, it has a remarkable track record for bringing in fresh blood,
bright and young minds, seasoned industrialists as well as top-notch researchers year after year. At
this annual COMPSAC event, thinkers meet doers who like to think, while many doers meet thinkers
who actually do.

In 2008, 1 spoke 1o the COMPSAG audience of transforming COMPSAC from a software-oriented
conference to computing-oriented one with software as its focus. The plan is to expand COMPSAC
beginning in 2009 to engage an even broader community where computer, software, and applications
are indispensable parts of this community's profession and life. Certainly this ambitious undertaking
will take a few years to materialize. The following is the new mission statement of COMPSAC:

COMPSAC is the major international forum for cross-cutting computing research and education. As the signature conference
for the IEEE Computer Society, COMPSAC provides computing professionals a unique opportunity for hosting computation as
a base sclence, necessarily applied to applications, employing all aspects of the computing discipline.

Another major undertaking with the COMPSAC organization is the redesign of conference website. By the time we meet in
Seattle the mock-up edition will be ready for demonstration. it will be more easily managed by volunteers and staff as we
choose to program it on top of a Content Management System. Several community-building concepts will be incorporated
including the Wiki and perhaps an interface to Facebook. Please join us to build the COMPSAC community when this new
website becomes live, and provide your feedback. COMPSAC is our conference so we will build it, evolve it, and grow it
together.

We will again produce electronic proceedings only, in the USB format. In this 21st century we must think green and act
green. As having been proven in 2008, the IEEE-CS Conference Publishing Services editorial staff enabled pagination in this
USB format as part an integral unit of the IEEE-wide digital library archive. Again, for traditional readers like myself, print-on-
demand hardcopy proceedings can be purchased from IEEE Computer Society at a reasonable cost, if necessary.

In 2009 COMPSAC will again co-locate with another important international conference - the International Symposium on
Applications and the Internet (SAINT). SAINT represents the major joint program with an agreement signed between IEEE
Computer Soclety and Information Processing Society of Japan (IPSJ). We intend to continue this fruitful collaboration in the
coming years. As software is an integral part of Internet technology and applications, both communities are happy with the
arrangements.

| would like to take this opportunity to recognize some of the volunteer leaders. General Chair Tony Hey helped to propel
program development and even promised to contribute a keynote speech. Program Chairs Elisa Bertino, Viadimir Getov, and
Lin Liu provided the leadership and superbly managed to put together an excellent program. We are all deeply indebted to
Laurel Tweed's all encompassing support in every aspect of program planning and local arrangements. Hua Ming,
Proceedings Chair, and Kai-shin Lu, Registration Chair, worked day and night under the guidance of Finance Chair Simanta
Mitra, who is now a veteran of managing these nitty-gritty details and tedious routines. Sheikh Ahamed almost single-handedly
led the development of workshops that has become a critical and integral part of COMPSAC. We are also indebted to all track
chairs, workshop organizers, and many other volunteers. Finally, we are pleased to recognize the support of the US National
Science Foundation and Microsoft Corporation for COMPSAC 09.

Seatlle is always a very pleasant place to visit in July. We have also arranged a very best and unique conference banquet —
on the Argosy Cruise boat to explore Washington Lake. See you soon.

Carl K. Chang
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Agent Protection based on the use of cryptographic hardware*
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ABSTRACT

Mobile agents are processes that can migrate autonomously from
new hosts. Despite of the huge number of fields of application of
this technology, a lack in the security exists. The main approach of
this work is based on the provision of a secure execution environ-
ment for mobile agents. Qur approach is based on the idea of the
trusted migration. This trusted migration is reached by means of
the use of cryptographic hardware. Concretely, Trusted Computing
Module (TPM). Thus, we have designed and developed a specific
protocol, which is the basis to build the solution. In order to build
our solution on a robust basis, we have validated this protocol by
means of a model checking tool called AVISPA, Finally, we built a
library to provide access to TPM (Trusted Platform Module) func-
tionalities. The idea behind of this is based on the easy in using
cryptographic hardware in the agent based systems development,
disposing to agent developers of the security related tasks of their
systems. The most relevant aspects of this library are described
along this paper both at development stage of it and while we use it
to develop a system based agent.

Index Terms: Agent Protection, Security, Trusted Computing

1 INTRODUCTICON

Mobile agent concept is a software entity consisting of code and
data that can migrate autonomously from host to host executing its
code. A huge number of the current applications are based on this
technology. Indeed, several critic applications exist in scenarios
like powerplants, air traffic control, etc. However, a lack in the
level of security exists. The main motivation of this work is based
on the fact that despite its benefits, security issues strongly restrict
the use of code mobility. The reason for this happen is that the
protection of mobile agents against the attacks of malicious hosts
is considered the most difficult security problem to solve in mobile
agents systems. Indeed, in [18] is shown how scientific community
has put many efforts in this Beld, many applications exist based on
this lechnology. However, all this efforts are wasted due to the lack
of a secure and robust basis to build applications based on agent
technelogy.

In [18] two different solutions are presented to provide a secure
framework for agent based applications development. The first of
these consists on a standalone software solution, which makes use
of the entitled approach ‘protected computing’ [10]. The second
solution presented consists on & cryptographic hardware based so-
lution. Concretely, it is a TPM built-up approach. This solution
is further described in the following sections where we present
a hardware-based mechanism to protect agent systems. This ap-
proach bases its security in the protection of the secure migration
process. We focus our work in the design and development of a
trusted protocol, which is the core to build the solution. Moreover,

*Work partially supported by E.U. through project Serenity (IST-
027587) and OKKAM (I5T- 215032) and DESEOS project funded by the
Regional Government of Andalusia
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to achieve a robust basis, we have validated our protocol by means
of a model checking tool called AVISPA, as well as by means of a
library to access to TPM (Trusted Platform Module) functionalities
from software agents.

1.1 State of the Art

A wide vaniety of techniques for implementing security in agent
systems are available. Obviously, not all are compatible with one
another, nor are they all suitable for most applications. Indeed,
many of these techniques must be implemented within the frame-
work of the agent system, while a number of them can be applied
independently within the context of the application. While ele-
mentary security techniques should prove adequate for a number
of agent-based applications, many applications are expected to re-
quire a more comprehensive set of mechanisms. We consider the
hardest problem to solve regarding mobile agent security the prob-
lem entitled “the malicious hosts’. There is no proper solution to
avoid the attacks of a malicious host while it is running the agent.
Thus, malicious hosts could try to get some prefit of the agent mod-
ifying the data, the communication or even the results due to their
complete control on the execution. Therefore the agent cannot host
a decryption key because the hosts could read it. Furthermore, it
is not sure that the hosts runs the complete code in a correct man-
ner, or simply does not allow the migration te other hosts. Current
approaches can be divided in two main categories, attack detection
and attack avoidance approaches. Attack detection approaches per-
mit the source host to know if its agent was tampered during the
execution due to illegal modifications of code, data or execution
fiow. The aim of this kind of proposals is dissuading the malicious
host because a detection can lead to a punishment. Thus, the harder
the punishment, the less attachments will be performed. Neverthe-
less, detection technigues are not useful for services in which the
benefits for lampering a mobile agent are greater than the possible
punishment. In such cases, attacks avoidance techniques are more
useful. Unfortunately, there is no current approach that avoids at-
tacks completely.

Regarding the attack avoidance approaches, Yee introduced the
idea of a closed tamperproof hardware subsystem in [20], where
agents can be executed in a secure way, Also Ordille proposed exe-
cuting the agent only in trusted hosts in [§9]. Our solution is based
on a closed tamper-proof hardware system where agents can be ex-
ecuted in a secure way, which forces to each host to buy hardware
equipment and to consider the hardware provider as trusted. Other
alternatives in this line are presented by Roth in [21] with the idea
of cooperative agents that share secrets and decisions and have a
disjoint itinerary, This fact makes collusion attacks difficult, but
not impossible. Several techniques can be applied to an agent in or-
der to verify self-integrity and avoid that the code or the data of the
agent is inadvertently manipulated. Anti-tamper techniques, such
as encryption, checksumming, anti-debugging, anti-emulation and
some others [16] [17] share the same goal, but they are also oriented
towards the prevention of the analysis of the function that the agent
implements. Additionally, some protection schemes are based on
self-modifying code, and code obfuscation [22].

In attack detection related approaches we found that some au-
thors introduce the idea of replication and voting. 1In each stage,
a set of hosts execute the agent in a paralle] way and send several
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replicas of the agent to the next stage. This can only be used as
an attack detection approach in those scenarios in which the hosts
in the same stage are independent, i.e. they must have different in-
terests to attack an agent. In this ling, Vigna introduces the idea
of cryptographic traces, which are logs of the operations performed
by the agent during its lifetime. The operations of the agent can be
categorized in white statements, which alter the agent’s state due to
external variables. These traces contain the changes performed to
internal variables as a consequence of black statements. In short,
the traces contain all the external input data that altered the agent’s
state during its execution. Hence, with these traces a re-execution
of the agent can be performed. Instead of sending the traces, the
host sends a hash of them 1o avoid repudiation attacks. If the ori-
gin host suspects that a host modified the agent and wants to verify
the execution, it asks for the traces and executes the agent again, If
the new execution does not agree with the traces, the host can be
cheated.

This approach not only focused on the detection attacks, but it
also proves the malicious behaviours of the host. Nevertheless,
this approach in incomplete, among the more relevant drawbacks
found we highlight that the verification is only performed in case
of suspicion, but the way in which a host becomes suspicious is not
detailed: and that for an indefinite period of time, each host must
reserve enough capacity to the storage of traces of past transactions
because the origin host can request them. Finally some other ap-
proaches are based on the use of Vigna's traces but none of them
solves the problem of attack detection in a satisfactory way.

2 AcCESSING TPM FUNCTIONALITIES FROM THE JADE
FRAMEWORK FOR AGENT SYSTEMS DEVELOPMENT

We defend that it is doubtful that an agent could keep a secret since
the information belonging to a mobile agent is completely available
to its host system. To the point that we believe that is impossi-
ble 1o prevent agent tampering unless trusted hardware is available
in agent platforms. However, we defend the use of cryptegraphic
hardware for highly secure agent systems, but other alternatives are
usefu! whether the requirements in security are more flexible.

Thus, we propose a hardware based mechanism to provide se-
curity to agent-based systems. This device provides some mech-
anisms, such as cryptographic algorithms, secure key storage and
femote attestation that are essential to achieve a high level of se-
curity, as well as an easy usage of it for agent system developer.
The main advantage for this approach is that agent system devel-
opers are disposed of security engineering related tasks, due to the
underlying security of our approach.

Qur main objective is to achieve a high level of security, for this
purpose we propose a hardware based mechanism, previously we
pointed that the selected element is the TPM. More important rea-
sons for this election are the standardisation and the wide use of
this device, which integration in new computers is getting regular,
as well as the supporting provided with many important companics
specialists in security. To sum up, this element is the comerstone
of our approach and the security of our system is focused on it. We
identified two main pillars of agenl protection. Firstly we have two
protect previously the execution element. The protection of this
element is provided with using TPM and the root of trust provided
with this. It is based on controlling that only a restricted set of oper-
ations can be executed. Secondly the migration procedure must be
protected, for this purpose we use remete attestation functionality
provided with TPM. In order to facilitate the use of this mechanism
we developed a complete library which provides the TPM function-
ality for JADE based agents.
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3 THE ESSENTIAL ROLE OF THE TPM IN THE STARTING
STAGES OF THE EXECUTION PROCESS

The use of TPM in these systems is as follows. Each agency takes
measures of some system parameters which determine its security,
for instance BIOS, keys modules from Operating System, active
processes and services in the system. Through these parameters an
estimation of the secure state of the agency can be done. Values
taken are stored in a secure way inside the trusted device, in such a
way that can be neither access nor modified unauthorized. Agency
has the ability to report configuration values previously stored to
other agencies in such a way that these can determine its security.
As aforementioned the agents requests to source agencies, previ-
ously to the migration, to determine that destination agencies are
secure. By means of this process an agent in a secure agency can
extend the limit of its confidence to other agency once the sccurity
of destination agency is tested.

The main objective of this paper is to describe a library to pro-
vide security to a multiagent system based on JADE, which stands
for Java Agents Development Framework, For this purpose we built
the security mechanism previously described using a TPM. Devel-
opment process required some considerations, such as a JADE sys-
tem is composed for a platform that contains a main container in
which agents are deployed. Additional containers can be added to
this platform, some of them can be remote containers, and different
platform can interacts among them, allowing the migration of the
agents among them. The containers play agencies roles in JADE on
which agents will be deployed. Taking into account JADE structure,
we conclude that two different kinds of migration exists, migration
among containers from different platforms and migration from con-
tainers from the same platform. In the case that the migration is
from containers from different platforms, the agent migrates from a
container from source agency to the destination agency main con-
tainer. Tn such a case that destination agency is not a JADE built-on
platform architecture can be different, depending on the platform.
In the other case, the agent migrates from a container to another one
but in the same platform.

Both migration processes imply some securily concerns. Plat-
form migration is not secure because the main container from
source platform can be wntrusted. Also containers migration has
the same problem, it is, if destination container is not trusted then
the migration is not secure, Secure migration library solves arisen
problems.

4 INTRODUCING THE SECMILIA: A SECURE MIGRATION LI-
BRARY FOR AGENTS

In [23] William et al describe what they called "the natural his-
tory of an agent", where three crucial types of events exist in the
life history of an agent. The Program Creation. The author pre-
pares source code and state appraisal function max for the program.
Agent Creation, for prepare a program for sending. Agent Migra-
tion. When an agent is ready to migrate from one interpreter Lo the
next. In this section we introduce the Secure Migration Library for
agents SecMiLiA based on the protection of the agent migration
process. This library makes use of the remote atiestation capability
provided by TPM. Thus, the migrations are supported by. a trusted
platform. This feature provides mechanisms to warrant the trust-
worthy of an agency, by means of taking measures of the values
of the agency software and the storage of these values in TPM for
a posteriori matching. SecMiLiA provides the mechanisms to per-
form the secure migration of mobile agents among different agen-
cies. Next figure depicts the underlying basis technology of Sec-
MILiA. Previously, we mentioned that JADE Agent class pravides
two “non-secure” migration methods. We have created a new class
inherited from Agent class, which redefines the migration method.



Figure 2: SecureAgent class.

4.1 Some Considerations in the design of SecMiLiA

SecMILiA is an add-on to the JADE framework that provides a high
security level in the migration process. The design principles of
SecMiLia are: A secure environment in which agents can be secure
exccuted and migrated, which is obviously the main target of Sec-
MIiLiA. The easy integration with JADE, by means of tiny changes
to JADE only a new set of added functionalities. A friendly user
interface to agent programmers. Compliance with the existing se-
curity solutions. Adaptable to use other cryptographic hardware,
such as smartcards, with tiny changes. A generic way of use, doing
this users can make use of the library to solve a very wide sct of
problems. Last but not least, it is easily expandable in the future.
SecMiLiA provides highly security level in the migration of soft-
ware agents developed in JADE. We achieve this security level by
means of a mechanism that allows the secure migration based on a
prior testing of the trustworthy of destination agency in migration
step, so that this warranis that the agent execution is in a secure
environment. Then, we get a secure environment where agents can
run, in such a way that agents are not able to modify the host agency.

We identified a set of requirements in the design of SecMiLiA,
which are essential to get a high quality level. These requircments
were grouped in two different sets, functional and non-functional.
Functional requirements. We consider that the library might to pro-
vide a mechanism for sscure agent migration in JADE platform.
Then, the agent can extend its trustworthy limits by means of adding
secure agencies, both from its platform and from remote platforms.
It is important to mention the fact that, each agency might provide
local functionality to allow an agent to migrate securely to desti-
nation platforms. Similarly, agencies might provide the functional-
ity 1o allow other agencies 1o take integrity measures to determine
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whether its configuration is secure. The library might implement a
protocol to allow the interchange of the information related to the
configuration among agencies. Last but not least, in the functional
requirements set, is the library might use trusted hardware. In our
case, we used a TPM to measure and store agencies dala integrity
and to report these data to the agencies. Non-functional require-
ments. The library might be integrated in JADE platform, in such a
way that its use do not imply big changes in the platform. The op-
eration of the library might be transparent to the user. The library
might be easily adaptable to current solutions in such a way that the
number of modifications is reduced at maxirmum.

4.2 The core of our approach: The Secure Migration
Protocol

Next we describe the core of our approach, the protocol that enable
to our library ta provide the secure migration. Firstly, we study sev-
eral interesting features of known attestation protocals and secure
migration protocols. We do a balance between their benefits and
drawbacks to build our own secure migration protocol. Henceforth,
we use the concept of migration both to agent cloning and agent
moving, despite of their tiny conceptual difference it is not relevant
in our case.

The first approach of secure migration protocol is in [10]. This
protocol provides some important ideas to take into account during
the design process of the final protocol, We notice the agent trusts
in its platform to check the migration securily. As well as the ne-
cessity of the use of TPM to obtain and repert configuration data
by a sccure way. Other protoco! that provides interesting ideas to
wake inte account when we develop a secure migration system is
in [16]. The most relevant aspects provided are, a protocol shows
how an agent from the agency requests to TPM the signed values
from PCRs. As well as the protocol shows how the agent obtain
platform credentials. These credentials together with PCRs signed
values allow 10 determine if the destination configuration is secure.

Of particular interest is the Platform Configuration Register
(PCR) exiension operation. PCRs are initialized at power up and
can only be modified by reset or extension. The use of a Certi-
fication Authority (CA) that validates the Atestation 1dentity Key
{(ATK). The use of configurations to match received results from re-
mote agency. We designed our protacol based on the study of these
three previous protocels. Our protocol presents several common
features with them. The agency provides to the agent the capability
to migrate securety. The agency uses a TPM that takes configu-
ration values measures stored in PCRs. TPM signs PCRs values
using a specific AIK for destination agency, in such a way that data
receiver knows securely the TPM identity, which signed. A Certi-
fication Authority generates needed credentials to correctly verify
the AIK identity. Together with signed PCRs values the agency pro-
vides AIK credentials in such a way that the requester can comectly
verify that data comes from agency TPM. Following we define the
18 steps protocol, used to perform secure migration.

We can observe that the protocol fulfills the five main charac-
teristics we mentioned previously. Then we have a clear idea of
the different components of the system as well as the interaction
between them to provide the security in the migration.

4.3 Validating the secure migration protocol using the
AVISPA toolsuite

The Secure Migration protocol described in the previous section is
the core of our research. We want to build a robust solution. Then,
the next step in this research was to make a validation of the pro-
tocol. Among different alternatives we selected a model checking
tool called AVISPA. The main reason to chose this toolsuite is the
easy interpretation of the results. No expertise in formal methods is
needed to use this set of tools.



Algorithm  Secure migration protocol

1: Agent Ag requests to his agency A the migration to Agency B.

2: Agency A (source agency) sends to agency B (destination agency) a

request for attestation.

Agency B accepts the request for attestation and send a nonce N (this

value is composed by random bits used 1o avoid repetition attacks) and

indexes of PCRs values that needs.

Agency A requests, from its TPM the signed PCR values needed by

agency B together with the nonce N..

. TPM returns requested data.

: Agency A obtains AIK credentials from its credentials repository.

: Agency A requests agency B for signed PCRs values and nonce N all
signed. Then it sends AIK credentials, which contains the public key
corresponding with the private key vsed to sign data. Additionally, it
sends a nonce N and the indexes of PCRs that wants to know.

8: Agency B validates the authenticity of received key verifying the cre-
dentials by means of the CA public key which was used to generate
those credentials.

9: Agency B verifies the PCRs values signature and the nonce received
using the AIK public key.

10: Agency B verifies that PCRs values received belongs to the set of ac-
cepted values and them the agent configuration is valid.

11: Agency B requests to its TPM the PCR values requested by the agency
A together with the nonce signed.

12: TPM rewmns requested data.

13: Agency B obtains AIK credentials from its credential repository.

14: Agency B sends to agency A PCR values requested and the nonce
signed. Also it sends AIK credentials, which contains the public key
corresponding to the private key used to encrypt the data.

15; Agency A validates the authenticity of received key verifying the cre-
dentials by means of CA public key that generated those credentials.

16: Agency A verifies the PCR values signawre and the nonce received
using the AIK public key.

17: Agency A verifies that PCR values received belongs to the set of ac-
cepted values and then the agency B configuration is secure. From this
point trustworthy between agencies A & B exists.

18: Then Agency A allows to the agemt Ag the migration to agency B.

w.
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AVISPA is an automatic push-button formal validation tool for
Internet security protocols, developed in a project sponsored by the
European Union. It encompasses all security protecols in the first
five OSI layers for more than twenty security services and mecha-
nisms. Furthermore this tool covers {that is verifiable by it) more
than 85 of IETF security specifications. AVISPA library available
on-line has in it verified with code about hundred problems derived
from more than two dozen security protocols. AVISPA uses a High
Level Protocol Specification Langnage (HLPSL) to feed a protocol
in it; HLPSL is an extremely expressive and intuitive language 1o
model a protocal for AVISPA. Its operational semantic is based on
the work of Lamport on Temporal logic of Actions. Communica-
tion using HLPSL is always synchronous. Onee a protocol is fed
in AVISPA and modelled in HLPSL, it is translated into Interme-
diate Format (IF). IF is an intermediate step where re-write rules
are applied in order to further process a given protocol by back-end
analyser tools, A protocol, written in IF, is executed over a finite
number of iterations, or entirely if no loop is involved. Eventually,
gither an attack is found, or the protocol is considered safe over the
given number of sessions. System behaviour in HLPSL is mod-
elled as a 'state’. Each state has variables which are responsible for
the state transitions; that is, when variables change, a state takes a
new form. The communicating entities are calted “roles” which own
variables. These variables can be local or global, Apart from ini-
tiator and receiver, environment and session of protocol execution
are also roles in HLPSL. Roles can be basic or composed depend-
ing on if they are conslituent of one agent or more. Each honest
participant or principal has one role. 1t can be parallel, sequential

or compasite. All communication between roles and the intruder
are synchronous. Communication channels are also represented by
the variables carrying different properties of a particular environ-
ment. The language used in AVISPA is very expressive allowing
great flexibility to express fine details. Further, defining implemen-
tation environment of the protocol and user-defined intrusion model
may increase the complexity. Results in AVISPA are detailed and
explicitly given with reachable number of states. Therefore regard-
ing result interpretation, AVISPA requires no expertise or skills in
mathematics o get conclusions of the study.

Of the four available AVISPA Back-Ends we chose the OFMC
Model, which is the unique that uses fresh values o generate
nonce’s. However, this alternative requires a limit value for the
search. The results of our research are the following:

SUMMARY

SAFE

PETAILS
BOUNDED_NUMBER _OF SESSTONS
PROTOCOL
/testsuite/results/protocolo_2.txt.if
GOAL

as_specified

BACKEND

QFMC

COMMENTS

STATISTICS

parseTime: 0.00s
searchTime: 564.34s
visitedNodes: 18 nodes
depth; 2000 plies
environment ()

These results shows that the summary of the protocol validation
is safe. Also some statistics are shown among them depth line indi-
cates 2000 plies, but this process has been performed for 200, 250,
300, 400, 500 and 1000 of depth values with similar results. We
have checked the authentication on pera(perib), perb(peria), aikab
and aikba, Because these are the values stored in Agency A TPM
and Agency B TPM and therefore the values exchanged by agent A
and B. Them, these are the values to check that are securely inter-
changed to test the protocol.

§ AN OVERVIEW OF THE SERVICES PROVIDED BY SEC-
MiILIA

In this section we describe main services, classes and metheds pro-
vided by SecMiLiA. It is out of the scope of this paper a detailed
description of every class and method of the library, a further de-
scription can be found in [25]. Thus, we make an overview of them
describing the most relevant aspects and functionalities.

5.1 The SecureAgentMobility Service

SecureAgentMobility service provides the secure migration func-
tionality between containers in the same platform. The Helper class
provides two important methods the secureMove capable 0 move
agents securely to destination, and the secureClone that allows to
secure agenls to be cloned securely in destination containers.

This diagram shows a case where an agent request for a service
to move 10 a container (¢2). Following are steps: This protocol
considers the service as a monolithic entity, but in order to clarify
several components belonging to that service were missed. Other
important concern is that the service invokes doMoveOld method
1o start the migration. This functionality is similar to doMeve from
Agent class, moving agent to destination. Previously to this mi-
gration service checks that destination is secure. By means of
this we achieve a similar behaviour of doMove method from Se-
cureAgent and doMove method from Agent class, Content of these



Algorithm 2 The agent SA is moved to the container C2

1: The agent requests for service (S1) to move to container (C2).

: 51 sends a remote attestation request to the instance of the service in
the destination container, that is (S2) service.

: 82 service accepts the request.

: 51 service sends requested information to 52.

: 82 service responses 1o 51 sending the attestation result.

: 51 service starts agent migration 1o C2 container.

[
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messages is encapsulated using AttestRequest_Interface y Afiest-
Data_Interface classes

AttestRequest_Interface class provides access to data from a re-
quest attestation message, and AttestData_Interface provides ac-
cess to attestation information from a concrete container. Both
classes encapsulate information from attestation protocol messages.
Containers complete needed data using set methods in each mes-
sage, in such a way that the other container continues the at-
testation procedure. In order to destination container continues
the attestation procedure source comtainer completes the needed
data by means of set method. The SecureAgentMobility ser-
vice uses AttestTool_Implement class to complete data messages.
The AttestTool_Implement class manages attestation protoco] mes-
sages, it is, this generates the messages in their sources and veri-
fies them in destination. AtiestTool_Implement class is provided
with access to system TPM by means of TPM_Interface as well
as to a CA throughout CA_Interface interface. This fact allows
using both entity functionalities to complete messages.  Also,
AttesiTool_Implement class can access to system configuration
thought AttestConfig Interface interface. AttestTool _Implement
class manage TPM access in such a way that attestation pro-
tocol can be performed. AttestTool_Implement class behaviour
is similar to Key Cache Manager managing TPM keys. Adtest-
Tool_Implement class implements AttestTool_Interface interface
where secure migration process states codes are defined. These
error codes permit to agents determine the happened when do-
MoveError and doCloneEror methods are called.

In order to generate and verify attestation messages contains is
needed the use of a TPM and a CA. More relevant reasons for this
are; TPM provides the functionalities to generate aitestation data,
it is AIK generation, data signature, nonce values generation, etc.
CA provides credential generation, these certifies AIKs objectives
in the rest of containets trust in AIK signed data.

A relevant aspect in the use of AIK in the protocol is to sign at-
testation data. TPM generates AIK and this must be certified by a
CA. Next protocol details how this key is generated and certified.
The AttestTool_Implement requests for generate an AIK key and
a credentials request to TPM. TPM generates the AIK key as well
as the request and these are delivered to AttestTool, Request is en-
crypled in such a way that only CA is able to have in clear. The
AltestTool_Implement sends a CA request. Then the CA decrypts
the request and generates corresponding credentials which are de-
livered 10 AttestTool_Implement in such a way that only TPM have
in clear. The AtiestTool_lmplement sends CA response 1o TPM.
The TPM decrypts the requested data and sends the key data to At-
testTool_Implement.

Several interfaces interact in this process. The AlKRequest-
Data_Interface, which contains data to allow TPM generates AIK
as well as creates credentials generation request. The ATKRequest-
Data_Interface that contains data to allow CA generate credentials
to AIK. And the ATKResponse_Interface with the to enable to the
TPM to obtain the credentials generated by the Certification Au-
thority.

Finally, we briefly describe some the relevant classes and inter-
faces of our library, The AIKRequesiData_Interface interface that
provides the getldentityLabel() method, which returns AIK iden-
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tity label. Once the AIK reaches the corresponding destination, the
seevice can generale the configuration attestation data and to pro-
duce the signature with these data. Other essential component in
this structure are the credentials, the AIKCredentials_Interface in-
terface.

5.2 The SecurelnterPlatformMobility Service

The SecurelnterPlatformMobility service uses most of used ele-
ments in SecureAgentMobility service. Differently (o previous ser-
vige in this case we dea] with migration between different plat-
forms, then service messages among source container and destina-
tion container are not allowed, for this both containers must belong
to the same platform. This fact ought to communicate using ACL
messages.

Following, we define the 14 steps protocol, used to Securelnter-
PlaformMobility service.

Algorithm 3 Secure migration protocol

1: SA agent requests S1 service to move to C2 container.

2: §1 service sends a remote attestation request to S1M service from the

main container of its platform.

3: §1M service sends a request for remole attestation to source platform

AMS, Al,

4: Al sends a request for atiestation to destination platform AMS, A2,

5: A2 accepts the request and notifies to Al.
m“Z:o:mnmm_?_,wwﬁmnnmnnnwsmon.
Q.
m

S1M service notifies 51 service acceptation.
- S1 service sends request data 10 51 M service,
9: S1M service sends data to A1 request.
: Al sends request data to A2,

11: A2 responses to Al sending the attestation result.
12: Al sends result to §1M service.
13: S1M service sends received result to 81 service.

: 81 service starts agent migration to destination platform the main con-
1ainer.

Thus, the source container service needs the interaction of the
main container service to contact with destination platform AMS,
in such a way that the only way to access to AMS class imple-
mented from the main container. The communication between
source platform AMS and destination platform AMS is done by
ACL. messages. Destination AMS uses AttestTool_Implement class
to deal service messages, means messages sources are dealt by At-
testTool_Implement in source container service. The rest of service
operation component is similar to Secure AgentMebility previously
detailed.

6 EXTENSIONS OF THE TPM4JAvA TECHNOLCGY TO OUR
SOLUTION

Tpmdjava is a java library for accessing a trusted platform mod-
ule in your java applications. We made use of this library to ac-
cess to the TPM functionality. Nevertheless, we missed some as-
pects. For this purpose with library some classes and interfaces
from TPM4Java library have been modified to adapt it to our re-
quirements. Following a description of every change is provided.

s TssLowLevel interface. TPM_OwnerReadPubek method is
added because this is not included in TPM4Java but TCG 1.2
specification includes that.

s TssHighLevel interface. Generale ATK method is modified to
returns a TPMKeyWrapper class corresponding to generated
AIK instead of key handler in TPM. Therefore AIK data are
needed to store it in the hard disc.

e TssCoreService class implements TssLowLevel interface.
TPM_OwnerReadPubek method has been added.



¢ TssHighLevellmpl class implements TssHighLevel interface.
Generate AIK method has been modified in such a way that a
TPMKeyWrapper class is returned.

e PrivacyCA class is added, this is an altered version of Sim-
plePrivacyCA class provided with TPM4Java.

7 CONCLUSIONS & FUTURE WORK

We have presented a cryptographic hardware based solution 1o pro-
vide secure migration capability of mobile agents. SecMiLiA is an
add-on to the JADE framework that provides these functionalities
through a friendly interface. The underlying security of this ap-
proach is based on the Secure Migration Protocol, which has been
carefully described and validated by AVISPA toolsuite.

Some future work remains. Among them we propose the study
of a migration library based on an anonymous direct atlestation in-
stead of the Certification Authority based protocol developed. This
study might be very interesting due to the advantages provided by
the direct anonymous attestation based protocol. Centify issuer en-
tity and verifier entity can not act together to violate the system
security, then one unique entity can be verifier and issuer of certifi-
cates. Last but not least of the advantages is that certificates only
need to be issued once which solves the aforementioned bottleneck.
These advantages shows that anonymous atiestation protocol is an
interesting option for attestation. A possible denial of service at-
tack consists on reboot or even turn off the machine in which is
hosted the current agency of the agent itinerary; the system is not
working, a blackout, etc. For this purpose, we plan to take some
kind of measures to prevent it. The design and implementation of
recovery and waiting mechanisms is an inleresting open field for
future researches. Another improvement consists on the add-on of
a Teputation based system. Reputation system is focused on found
ali possible malicious agencies from agents. If a non desirable op-
eration is done this can be monitored and notified. Similarly to
the previous section this represents an open field of research due
to the fact that the integration of a reputation system adds some
advantages and disadvantages of course. In such a case that the
reputation system is very strict then every anomaly is monitored
and notified to the system which punishes this agency in some way.
This method can punish some agencies by external causes, actually
not malicious purposes.

Another relevant issue is the security of the reputation system it-
self. It is worth to ask who controls this system, since who controls
this system can benefit by punishing other agencies or even favour-
ing non-trusted agencies. Other field of research consist on the ap-
plication of a revocation hosts authority {HoRA). This proposal is
based on punishing agencies that performed tasks not allowed in
the system. This proposal presents several limitations, since a non
intended error could happen in the execution of an agent, which can
produce the revocation of an agency (which might be an exagger-
ated punishment). HoRA [24] can apply more flexible punishment
policies since can control which to be revoked, and even revoke
hosts according to the degree of the attacks or the possible benefits
of the malicious hosts. More limitations exist. The internal data
base of HoRA grows indefinitely, since revoked hosts are never re-
moved. This practice is required to control the revoked host history.
Concretely, authors assume that the storage capability of the system
might not be a limitation for the system, since this is a system whose
main tasks are storage and management of the data base. The con-
fidentiality of executing data. Despite of HoRA being considered a
trusted entity, in the revocation case confidential data might be sent.
Among the difficulties that HoRA can find sniff these data depend
on the detection mechanism used.
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